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Things are always great until they’re not. This is especially true in the convenience fuel 
retail (CFR) world, where unplanned IT system downtime can disrupt the retailer and 
their customers. While those minutes, hours or days of downtime feel like the worst part, 
the ramifications extend far beyond those moments, as downtime of a CFR’s IT environment 
can lead to lost customers and revenue.

As analyst firm Forrester describes it: “Convenience retailers previously faced minimal 
digital disruption. However, as new competitors emerge, they must consider new 
marketing, operations, digital store innovation, and data and insights.”

But if the c-store retailer isn’t technologically prepared to manage new IT implementations or 
strategies, a small blip in the system can have a large trickle-down effect. 

To help retailers understand the true cost of downtime, NCR commissioned a third-party 
survey through Censuswide to poll 100 US IT managers and store operations managers 
from large convenience and convenience fuel retail stores (minimum store estates of 20 to 
maximum store estates of 501+) about the ripple effects of in-store IT downtime. 

The biggest takeaway? 98% of respondents 
say they’ve had to deal with store system IT 
failure—a sweeping issue across the industry.
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From point of sale (POS) failure to glitches in the store controller, payment controller, fuel 
controller and self-checkout systems, this Insight Report explores the deep consequences of 
in-store IT downtime and how convenience stores are seeking to solve these pain points.

Legacy technology is all too often to blame. The complex store IT infrastructure, common 
in many retail operations, makes implementation and management of software difficult 
on multiple types of devices and a major operational challenge, often leading to software 
malfunction.

In fact, 85% of respondents agree that ensuring 
continuous operations of store technology 
systems increases revenue from missed 
transactional opportunities due to downtime.
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Consequence #1:

Store System Avg. revenue  
lost per hour

Avg. time 
to reboot

POS $834 6.40 Hours

Payment Controller $811 4.74 Hours

Store Controller $942 5.91 Hours

Fuel Controller $831 4.55 Hours

Self-checkout $854 5.53 Hours

Average $855 5.43 Hours

Lost revenue: Money down the drain every hour
Store system failure not only impacts c-store customer experience but also the bottom line. When asked 
about the amount of lost revenue c-stores can attribute to store system failures (POS, payment controller, 
store controller, fuel controller and self-checkout) respondents answered that on average they lose up to 
$855 per hour. 

In terms of the time it takes to reboot one of these store systems, on average it can take up to 5.43 
hours, resulting in $4,643 lost revenue per day.  

With 65% of respondents identifying this kind of reboot occurs once a month,  
CFRs are looking at an average annual revenue loss of up to $55,712 for just  
one store system going down in one of their stores. 

THE TOP 3 CONSEQUENCES OF DOWNTIME
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Reboot at least once a month

< 100 stores > 100 stores

Store System Months Months

POS 61% 70%

Payment Controller 60% 61%

Store Controller 66% 45%

Fuel Controller 70% 67%

Self-checkout 72% 70%

Consequence #2:
THE TOP 3 CONSEQUENCES OF DOWNTIME

Single points of failure: The reboot butterfly effect
With an average of 2-3 lanes per convenience store and 41% of respondents saying at least one 
component of their technology stack operates as a single point of failure, the impact of even one 
component going down is a loss of selling capacity. When one device fails, respondents reported they 
have to repair or replace the device as soon as possible because there’s no onsite redundancy. 

Surprisingly, the concept of operating as a single point of failure increases significantly for those with 
larger store counts, with 100% for those with 501+ stores and 50% for those with 251-500 stores.

The reboot butterfly effect permeates throughout all c-store IT touchpoints, with an average of 65% of 
respondents saying that one of the following store systems has to be rebooted at least once a month, 
leading to a disruption in operations. Self-checkout and fuel controller are the biggest culprits across all 
store sizes and POS particularly for stores with 100 sites or more.
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As these IT replacements get underway, 47% of respondents highlighted that a store 
technician has to be sent to the physical store 50% or more of the time to resolve store 
system failure, adding yet another expense to c-stores’ bottom line. 

And, in today’s pandemic, where social distancing and safety are top priority, 93% of respondents highlighted 
the importance of being able to remotely identify and solve IT issues early on. Sending technicians out is not  
the answer when considering health, safety and cost. 

Replace store system frequency

< 100 stores > 100 stores

Store System Months Months

POS 10 11

Payment Controller 10 14

Store Controller 11 10

Fuel Controller 10 13

Self-checkout 10 9

Replacing IT touchpoints: The dreaded “rip and replace”
Beyond the pain of rebooting IT touchpoints, coping with business disruptions and lost revenue,  
the ultimate consequence of IT downtime is the headache of replacing components due to failure.

When asked which IT factors have caused store system failure:
• 45% reported a security breach
• 43% reported hardware failure 
• 41% said incompatibility with Windows updates    

(rising to 88% for c-stores with 251+ store counts)
• 32% reported software failure

98% of survey respondents report having to deal with store system failure,  
and on average, respondents identified that a store has to replace any one of these  
store systems every 10-12 months.

Consequence #3:
THE TOP 3 CONSEQUENCES OF DOWNTIME

6 C-Store Technology Insight Report



While there are many consequences of downtime, c-store respondents understand that IT investment  
can help resolve these issues. 

When asked where they believe IT can make the biggest difference in reducing downtime across their 
store ecosystem, 33% of respondents believe more automation of systems will be the key to resolving 
these issues, with the number of respondents rising to 66% for stores with 501+ locations. 

The larger the number of stores, the greater the impact of not being able to remotely identify  
and remediate store system issues. 

Solving for downtime

The majority of c-store technology is device-based, meaning 
there’s a software application and operating system (OS) 
installed on every individual terminal or touchpoint throughout 
the store. Any time an update is needed, or a new store system is 
added, an entirely new installation of both the application and 
OS is required on each device. This is expensive and unsuitable for 
today’s disruptive environment, where speed to market is critical 
and travel is restricted.

Additionally, 50% of respondents with 250+ stores identified that virtualizing their POS system so they can remove 
the most common failure part—the physical disc —and run the latest software on their existing hardware with high 
availability, would make the biggest difference in reducing the impact of downtime in their stores.

Based on IT and store operations manager insights, c-stores must find a way to evolve their cost structure 
and minimize touchpoint failure through technology, to make the customer experience and store 
operations more seamless. Virtualizing applications in the store makes this possible with automation high 
on the agenda. 

Transitioning to a software-defined store (SDS) strategy by virtualizing retail store systems 
reduces the costs of managing, monitoring and maintaining store systems, giving c-stores  
much greater resilience and control.
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A software-defined store strategy can specifically solve the most critical downtime 
pain points in a c-store’s IT ecosystem, including:

A software-defined store strategy: 
The defense against downtime

Self-checkout (SCO)
In today’s frictionless checkout market, SCO downtime means customers now have to go to 
manned registers. This causes labor costs to rise since more associates are needed to check out 
customers. SDS virtualizes the SCO application. By removing the hard drive from the SCO, stores 
see better availability. Return to service is faster, too, since they don’t have to install software on a 
replacement SCO unit. 

Payment controller
As the central control point for all credit and loyalty transactions at the pump, in the store and a single 
point of failure, each payment controller outage results in lost revenue and poor customer experience. 
Failures can happen in both software and hardware. The average time to repair is long because it 
means sending out a technician (up to four hours or more) and often a complete reinstall.

NCR Software Defined Store (SDS) virtualizes the payment controller application, moving the 
software and OS from a non-resilient device onto a dual-edge server providing high availability with 
improved monitoring and the ability to remotely resolve software issues. Downtime occurrences are 
reduced, and early identification and remote resolution of any payment controller failure improves 
repair time by up to 90% (less than 45 mins to remediate corruptions, and less than 5 mins to 
remediate hardware failures).

POS 
The impact of even one POS lane going down reduces selling capacity leading to lost revenue 
and poor customer experience. SDS virtualizes the POS application, moving the software and OS 
away from a non-resilient touchpoint onto a dual-edge server enabling better lane availability. 
The POS lane no longer needs a hard drive, which is the most unreliable component. If the POS 
fails, only a new device is required.  Return to service is simple, too, since the store doesn’t have 
to install new hardware.

Store controller 
As the hub for the whole store and a single point of failure, store controller downtime 
significantly impacts the business operations. Stores can’t make pricing changes on fuel or 
goods as accounts can’t be reconciled at close of the business day and records can be lost 
when hard drives fail. SDS virtualizes the store controller, enabling high availability.
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C-store retailers need continuous innovation and IT resiliency to evolve with consumer demands and 
deliver on the promise of convenience and safety. But c-store retailers can’t do it alone. They need the right 
technology partner to meet customer needs and gain a competitive advantage. Zynstra, an NCR company, 
is a leading software provider focused on bringing proven software defined edge infrastructure technology 
to the c-store industry. It’s all part of NCR’s blueprint for a next-gen store architecture that helps retailers 
reduce costs and speed innovation.

NCR Software Defined Store provides store virtualization, containerization and automation by integrating 
in-store touchpoints, including front-of-store devices, back-of-store devices and associated peripherals 
under an intelligent retail store architecture. The Software Defined Store runs on a small footprint and high 
availability edge computer, all managed from the cloud.

This powerful technology enables retailers to deliver superior customer and employee experiences 
through faster innovation, radically reducing cost to serve in-store. Purpose built for the edge, our 
powerful software optimizes existing store devices and enables digital transformation for today’s leading 
convenience fuel retailers.

Conclusion

NCR Corporation (NYSE: NCR) is a leading enterprise technology provider that runs stores, restaurants and self-
directed banking. NCR is headquartered in Atlanta, Ga., with 38,000 employees globally. NCR is a trademark of 

NCR Corporation in the United States and other countries.

NCR delivers market leading store infrastructure and applications at the Retail Edge, designed to help retailers 
worldwide evolve faster on a lower cost curve. This leadership was further enhanced by the acquisition of 

Zynstra in 2019, a specialist software company delivering Software Defined Edge infrastructure for retail with 
patented, unique IP and global scale enterprise deployments. Zynstra’s IP is embedded in an Edge and Cloud 

microservices strategy for all retail applications and at the core of the NCR Commerce Platform.
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