
Additional mitigation from 
Deep Insert Skimming 
Protection against advances in criminal skimming activities on 

Motorized Card Readers

NCR Hardware Mechanical Inhibitors for 
NCR Tamper Resistant Card Readers 

To speak with someone or for more information, visit us at ncr.com.

Card Skimming attacks remain the most frequent 
and most costly form of attack on ATMs worldwide.
The accessibility of new materials and 3D printing 
have enabled criminals to further refine the design 
of card skimmers.  These new designs have been 
able to successfully execute some attacks on 
Motorized card readers

NCR Update

To provide our customers with further protection 
and mitigation from this new form of attack, NCR 
has released a hardware upgrade for existing card 
readers that further reduces the chance of a 
successful skimming attacks.  This upgrade will 
further inhibit the possibility of a Deep Insert 
Skimmer operating correctly inside the card reader.   

Deep Insert Skimmers

Deep Insert Skimmers are thin devices that are inserted 
into the card reader transport and remain hidden inside 
the reader to skim subsequent transactions. A new 
evolution of ‘ultra thin’ deep insert skimmers are now 
being used which are small enough to fit within NCR’s 
latest card readers. These skimmers contain a card 
reading mechanism, along with miniature battery and 
memory that can store card data. Criminals retrieve the 
card data by retrieving the skimmer.  Skimming attacks 
also require the PIN in addition to the card track 2 
magnetic data, and covert cameras placed on the ATM 
fascia near the PIN pad are the most common method 
used. 

Card Skimming

• Card skimming copies magnetic data from a card and 
uses it to create a cloned card which can be used to 
withdraw funds from the target account. 

• Skimming is an attack on old magnetic technology. 
EMV technology creates unique data per transaction 
which cannot be reused if skimmed.  

• Card Issuers can prevent skimming losses by ceasing 
to authorize magnetic transactions. 

http://www.ncr.com/


Specifications

• PID 6684-K948-V001 (upgrades 5 card readers)

• For Motorized Cards Readers

• Fits to current Tamper Resistant Cards Readers AND 
older Motorized card readers

Technical specifications

Kit includes
• 5 Sets of mechanical Inhibitors (enough to upgrade 5 card 

readers)

• Each inhibitor set contains 3 pieces

Installation
• Requires a site visit

• Estimated installation is 30 minutes per ATM

• Installation can be provided by NCR WCS
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