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APTRA XFS Platform Component Security Update

Summary:

On November 12, 2018, NCR released a component security update for APTRA XFS. This
component will be included in the next versions of the NCR APTRA XFS platforms. The platforms
are scheduled for release in December 2018 for Windows 10, and Q2 2019 for Windows 7. For
any customer who wishes to update a supported platform ahead of the full platform release,
this component update will be available from November 12, 2018 through standard NCR
support channels.

Release Description:

As per NCR security guidelines, security patches should be deployed as soon as possible and
software versions must be kept up to date. To enable NCR customers to obtain this security
patch now, this component has been made available outside of scheduled platform release
cycles. This component release addresses a potential stack buffer overflow. NCR is not aware of
any practical exploits around this issue. Component version USBEPP2 93.01.00.02

Applicability:
The update is compatible with all supported APTRA XFS versions (currently APTRA XFS 06.03.00 &
APTRA XFS For Windows 10 01.00.00 and later).

How to obtain this software:
Please contact your NCR account representative. NCR Channel Partners should go through

normal software release channels.
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References:
1. Software Security White Paper

Please contact your NCR Account Manager if you have any questions or need additional
information.

Contacts:

ATM Crime Reporting : global.security@ncr.com
Self-Service Security Solutions and Best Practice: NCRSelf-Service.security@ncr.com

Further information on this alert please contact Owen Wild
Please refer any media inquiries or questions to Aaron Gould
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