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DATE: April 8, 2018  INCIDENT NO: 2018-05    

 

Update on BIOS updates in response to Spectre 

and Meltdown Vulnerabilities  
 

Summary 

 

In January, NCR alerted you to new security vulnerabilities within computer chips produced by 

Intel, Advanced Micro Devices and ARM holdings (Incident No. 2018-02)    

 

In this alert, NCR advised that Intel will be providing microcode updates to address, CVE-2017-

5715.  

 

NCR has received updates for the following NCR cores. These updates need to be tested and 

packaged by NCR within new BIOS images. We now have the following planned availability dates: 

 

NCR PC Core Type Affected by 

Spectre/Meltdown 

Intel/Family Estimated BIOS release to 

customers 

Riverside Yes Sandybridge 27 April 2018 

Pocono Yes Sandybridge 27 April 2018 

Estoril Yes Haswell Released 

Monza (Brazil) Yes Skylake Released 

 

Other cores, not listed here, may be affected but are either out of lifecycle or are no longer 

supported by Intel. At this time, NCR does not have plans to provide an updated BIOS for the 

cores not listed here. Customers with these cores are strongly recommended to move to the 

Estoril core.  Please check with your NCR representative regarding core upgrade 

recommendations and procedures. 

https://www.ncr.com/security-update


 

© 2018 NCR Corporation. All rights reserved.  

 

 

 

 

 

The updated BIOS should be deployed, once available, in addition to the Microsoft Security 

Updates since January 3rd. 

 

Customers should contact their NCR representative for specific details as to how they can obtain 

the updated BIOS and deploy as per your normal BIOS update process.   

 

We again remind all ATM customers that they should: 

 

1. Follow NCR’s best-practice guidelines detailed within the NCR Logical Security: Security 

Requirements to Help Protect Against Logical Attacks. 

2. Test and then deploy the Microsoft Security Updates since January 3rd 2018 as soon as 

possible. 

 

NCR ATM Security experts also hold regular informational webinars around attack vectors and 

mitigations, which are free to attend. 

 

Contacts 

ATM Crime Reporting :  global.security@ncr.com 

Self-Service Security Solutions and Best Practice: NCRSelf-Service.security@ncr.com 

Further information on this alert please contact Owen Wild 

Please refer any media inquiries or questions to Aaron Gould 

 

https://www.ncr.com/sites/default/files/brochures/17fin5025_a_sec_rqts_protect_logical_attacks_wp.pdf
https://www.ncr.com/sites/default/files/brochures/17fin5025_a_sec_rqts_protect_logical_attacks_wp.pdf
https://www.brighttalk.com/channel/11767/ncr-financial-services
file:///C:/Users/OW185003/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/AppData/Local/Local%20Settings/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/AppData/Local/Microsoft/Windows/ES129239/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Local%20Settings/Temporary%20Internet%20Files/OLK24C/global.security@ncr.com
mailto:NCRSelf-Service.security@ncr.com
mailto:owen.wild@ncr.com
mailto:owen.wild@ncr.com
mailto:aaron.gould@ncr.com

